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GDPR is causing confusion among data centre operators who are struggling to understand
whether and how it applies to them.

The answers are “almost certainly” and “it depends”, respectively. The following notes are designed to
help operators understand their general compliance obligations based on their activity and business
model. They summarise the main issues and why they matter.

Two decision trees help operators establish firstly whether they are data controllers and secondly
whether they are data processors. Some quick action tips and links to useful third-party reference
materials are also included.

1. Why is GDPR so confusing for operators?
2. Are you a data controller?

3. Are you a data processor?

4. Links, references and definitions.

NB: These notes are only intended as a rough rule of thumb and are not comprehensive, nor should they
be regarded as a substitute for professional or legal advice. They are complementary to, and should be
read in the context of, other advisory and reference sources such as those listed over the following pages.

1. Why is GDPR so Confusing for Data Centre Operators?

GDPR - the General Data Protection Regulation, takes effect on 25th May 2018. It harmonises data
protection laws across the EU and updates previous legislation (in the UK’s case the Data Protection Act
1998). The new Regulation accommodates our move to digital data and online business models but also
applies to non-digital personal data. Organisations that comply with the 1998 Data Protection Act (all
should!) will be on the way to GDPR compliance, as will those with ISO27001. However, this is not a time
to rest on laurels because some changes introduced by the new Regulation are particularly

pertinent for data centre operators and operators of IT services within data centres.

What has changed?

1. Liability has extended to include data processors. Now data controllers and data processors
potentially have joint and several liability. The definition of a data processor has not changed.

2. The definition of personal data has been broadened, and there is now a right to be forgotten amongst
other enhanced rights for data subjects such as right of action.

3. You don’t just have to comply with statutory obligations, you also have to document your compliance
and keep appropriate records as part of the accountability principle.

4. Data breach notification rules are now compulsory and the maximum fine for breaches increases from
£500,000 to €20M or four per cent of global turnover, whichever is greater, for some offences.

Why does this matter for everyone?

It matters because GDPR applies to any organisation of any size in any sector that processes any kind of
personal data, including any personal information on any EU residents, due to the extra-territorial nature
of GDPR.

What is the issue for data centre operators?

Data centre operators are controllers of their own data (e.g. HR and payroll, sales and marketing lists,
CCTV and access logs) but, depending on their activities, may also be processors of data that is
controlled by third parties, data that they have no access to or control over. Establishing whether an
operator is - or is not - a data processor is not always straightforward. So data centre operators
potentially have dual liability under the legislation: firstly as data controllers of personal information that
they hold, store and process for their own purposes, and secondly as data processors of data held within
their facilities by third party data controllers - their customers. Operators may have different
responsibilities depending on status: controllers must comply with GDPR; processors now have direct
responsibility, including an obligation to help the controller to comply. The following pages should help
operators establish which duties might apply to them and whether they are indeed likely to be data
processors, as well as controllers.



2. Are You a Data Controller?

A data controller is: “a natural or legal person, public authority, agency or other body which, either
alone or jointly with others, determines the purposes and means of processing of personal data”.’

Are you sure? Very few companies
are not data controllers. It doesn’t
matter how small your company is
or how few records you hold.

Do you keep HR records or do you
have a list of marketing contacts or
a sales contact database?

You are a data Are you confident

controller. Are you that you are

aware of GDPR? complying with all
its requirements?

Then you don’t need
this briefing. Move on
to the data processor
section overleaf.

Have you been living

Controller? Here’s what you need to do:

on Mars for the last
few years? GDPR is

the most fundamental
change to our data
protection laws in
over 20 years and wiill
impact digital and data
intensive businesses in
particular.
Fundamentally, if you
hold personal data

of European citizens,
GPDR requires you to
keep that information
secure and to make
sure that individuals’
rights are respected.
You need to know what
data your hold, where
it comes from, where
precisely it is.

Read the guidance
from the Information
Commissioner’s
Office, the ICO. See
links below.
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Read the useful briefings from the ICO (see links below).
Identify and alert relevant individuals within your
organisation to changes to data law.

Assess whether you need to designate a data protection
officer.

If necessary, conduct an information audit.

Ensure that you document what personal data you hold,
where it is, where it came from and who else has access to it.
Ensure your suppliers (processors) are GDPR compliant,
aware of their obligations and can demonstrate this, especially
if overseas. This has to be formalised in contracts.

Ensure you have procedures for handling information
requests, subject requests and recording of consent.

Ensure you can comply with new breach notification
requirements.

Review your risk register, privacy notices, policies and
procedures to ensure they meet GDPR requirements.
Prioritise security arrangements according to the new risk
based approach (e.g. security from theft, robust anonymity
protection).

Conduct a Privacy Impact Assessment if necessary.

Train staff and communicate with customers to advise them
of changes in law.

Align your GDPR compliance with certifications and other
standards you comply with.




3. Are You a Data Processor?

A data processor is: “A natural or legal person, public authority, agency or other body which processes

personal data on behalf of the controller.”? But really the question you need to ask is: “Can you in any

way affect the data, and if so, to what extent?” The extent matters because the precautions you take will

be proportional.

Can you access any of the data? Can you
actually see or manipulate or disseminate
any third party data?

Are you responsible for activities like
storing, encrypting, disseminating,
analysing, deleting or erasing even if the
data is anonymised and you don’t decide
what happens to it?

Are you responsible for interacting with, say
hard drives? Can you remove hard drives on
behalf of your customers?

Do you have access to servers to move
or reboot them for customers (eg Smart
Hands) or provide cross connects?

Do you do more than simply provide data
centre colocation services: environment,
power and choice of telco carriers?

You are definitely a
data processor.
Full compliance alert!

You are a data processor.
You must ensure that you
support the controller in
complying with GDPR.

You may be deemed a
data processor. You may
need to make contractual
or other provisions and
consider your obligations
to assist the controller.

You may be deemed a
data processor. You may
need to make contractual
or other provisions and
consider your obligations
to assist the controller.

You may be deemed a
data processor but the
provisions you must make
are limited.
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It looks like you are unlikely to be a data processor if you really have no means to affect the data, but you must still consider
physical security and contractual obligations. Moreover, if you start adding services in future then you have to re-examine your

status and liabilities.
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Where in the service stack are you deemed to be a data processor?
This image is another way of assessing the kinds of operators likely to be considered data processors.
In reality, the level at which one becomes a data processor is likely to be defined by case law.

Even in retail colo,

If you have no means services like Smart
of accessing, Hands could be deemed
compromising or to make you a
interfering with the processor.
data then you could
argue that you are
not a data processor.
Hosting However your SLASs
will still require
you to ensure that
physical security and
resilience are
adequate to prevent
Value Added | i Siesion o os

Colocation

Applications

The higher you go up the
service stack, the more
processing functions you
are likely to perform, so
Colocation the more likely you are
to be deemed a data
processor.

creasing level of service provision

Real Estate

Increasing likelihood and degree of liability

So, you ARE a Processor. Here’s what you need to do:

Read the useful briefing from CRS on GDPR for IT Services (see links below).

Identify and alert relevant individuals within your organisations to changes to data law and the
new obligations for processors: increased liability, more detailed contractual requirements,
provision of guarantees to controller, requirement to support controller compliance, etc.
Ensure you understand and can meet the technical and organisational requirements.

Review contract changes required by controllers to ensure that liability is balanced and is not
being shifted down the supply chain.

Implement processes for reporting data breaches in line with GDPR.

Audit compliance processes to ensure they are GDPR ready.

Communicate with the data controller: transparency is critical to ensure that you have the same
understanding of risks, responsibilities and respective liability.

Revisit contracts and review if necessary.

Consider adopting;

¢ Insurance

« Codes of conduct/certifications

Ensure you have permission from the controller for the use of sub-processors.

Ensure suppliers, especially sub-processors, are aware of their obligations, can demonstrate
this and contracts reflect this.

Prioritise security arrangements according to the new risk based approach (e.g. security from
theft, robust anonymity protection).

Document all steps taken, including training.




4. Links, References and Definitions
Links and References

ICO: Overview of the GDPR

ICO: Preparing for the GDPR: 12 steps to take now

ICO: What to expect and when

ICO: Getting Ready for the GDPR: SME Checklist

Charles Russell Speechlys: GDPR for IT Services: Keeping compliance at the heart of the
controller/processor relationship

Charles Russell Speechlys: Bringing Clarity to the Cloud

techUK, UK Finance and Dentons: No interruptions: Options for the future UK-EU data sharing relation-
ship

techUK: How will new EU data rules impact my tech business?

techUK: Data Protection Bill Begins its Parliamentary Journey
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MORE DEFINITIONS...

Personal data: Any information relating to an identified or identifiable natural person (‘data
subject’); an identifiable natural person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number, location data,
an online identifier or to one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural person. It should be noted that this
definition has been expanded compared to the DPA 1998.3

Data processing: any operation or set of operations which is performed on personal data or on
sets of personal data, whether or not by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure
by transmission, dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction.*

3 ‘GDPR Article 4(1y
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https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/for-organisations/data-protection-reform/guidance-what-to-expect-and-when/
https://ico.org.uk/for-organisations/resources-and-support/data-protection-self-assessment/getting-ready-for-the-gdpr/
https://www.charlesrussellspeechlys.com/en/news-and-insights/insights/tmt/2017/gdpr-for-it-services-keeping-compliance-at-the-heart-of-the-controllerprocessor-relationship/ 
https://www.charlesrussellspeechlys.com/en/news-and-insights/insights/tmt/2017/gdpr-for-it-services-keeping-compliance-at-the-heart-of-the-controllerprocessor-relationship/ 
https://www.charlesrussellspeechlys.com/en/news-and-insights/news/2017/05/new-practical-legal-guidance-published-to-bring-clarity-to-the-uk-cloud/
http://www.techuk.org/insights/news/item/11824-rapid-action-needed-to-safeguard-uk-eu-businesses-consumers-following-brexit  
http://www.techuk.org/insights/news/item/11824-rapid-action-needed-to-safeguard-uk-eu-businesses-consumers-following-brexit  
https://www.techuk.org/insights/news/item/6842-how-will-new-eu-data-rules-impact-my-tech-business
https://www.techuk.org/insights/news/item/11380-data-protection-bill-begins-its-journey-in-house-of-lords
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techUK represents the companies and technologies that are defining today the world that we
will live in tomorrow.

The tech industry is creating jobs and growth across the UK. 950 companies are members of
techUK.

Collectively they employ more than 700,000 people. These companies range from leading
FTSE 100 companies to new innovative start-ups. The majority of our members are small and
medium sized businesses.



