tech™

Cloud First: Policy Not Aspiration

A techUK Paper | April 2017




2 Cloud First: Policy Not Aspiration



Introduction

As more organisations begin to use cloud computing as part of the evolution of their business strategy,
business leaders are recognising the range of benefits which well managed cloud services can provide.

Cloud is no longer a new technology adoption. However, despite the increasing understanding and
uptake of cloud, the benefits of cloud remain elusive to some. This can often be the case when the
focus of cloud implementation is primarily on technical considerations rather than how it can be used
throughout an organisation to overcome business challenges, increase efficiencies, reduce costs and
drive digital transformation.

Cloud computing is essentially an approach to computing which enables organisations, of any size or
sector, to access on-demand computing power and resources as and when they require it. Computing
resources such as software applications, development platforms and IT infrastructures are all delivered
as a service; normally charged as a utility service as and when they are consumed by users. Cloud
represents a shift from traditional computing that will enable businesses to tap into state of the art data
and IT infrastructures without having to make up-front capital investments, or develop sophisticated
technical skills necessary to manage and maintain them.

Moving to the cloud can also make public sector organisations more, rather than less, secure. Cloud
services can offer much greater levels of security and resilience as required by users. With the cyber
security tools, solutions and educational initiatives available today, cloud computing services can be as
secure as users require.
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UK Government cloud leadership

The UK Government has committed to adopting cloud computing, seeing it as key to delivering its
ambition for end-to-end digital transformation. Crucial to this has been the G-Cloud framework' which
originated as a joint Government and industry initiative. However, the public sector market as a whole
has not yet become fully engaged and cloud has not yet fully penetrated into the core business of public
service delivery.

It’s been nearly four years since the previous Government announced that purchases through the cloud
should be the first option considered by public sector buyers of IT products and services. The adoption
of this ‘Cloud First’ policy was intended to drive wider adoption of cloud in the public sector and
complement the Government’s ongoing work in increasing operational standards, improving levels of
data security and reducing the costs of delivering and managing complex, long term IT projects.

A 2015 report, however, found that more than 50% of civil servants are not comfortable using cloud,

with over 75% citing data security concerns as a key barrier to their adoption of cloud services.?

The adoption of the Cloud First policy was meant to be underpinned with an understanding of the online
threat environment to data and the importance of handling sensitive data with due care. However, if data
security concerns are still preventing civil servants from adopting cloud services, this suggests that more
guidance is needed to build greater trust and confidence amongst civil servants in the security of cloud
computing.

Recognising this, Government is in the process of working on and expanding guidance on its Cloud
First policy which entails a move away from the phrase “Cloud First” towards the term “Cloud Native”.?
This move is intended to shift the policy away from merely committing to considering cloud before
other options, to adapting how central government departments organise their work to properly take
advantage of the benefits that cloud has to offer.

1 G Cloud Framework allows public sector organisations to buy cloud services listed on the Digital Marketplace without going
through a full tender process.

2 According to a survey of 5,000 civil servants conducted by Dods and commissioned by cloud collaboration firm Huddle

3 https://governmenttechnology.blog.gov.uk/2017/02/03/clarifying-our-cloud-first-commitment/
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Ensuring effective public sector adoption and usage of
cloud

To reap the full benefits of cloud computing, Government must incentivise a culture which recognises
cloud computing’s ability to deliver change, bring security benefits and support greater agility, flexibility
and innovation. A recent techUK survey showed over one-third of civil servants involved in procurement
of tech felt that their department’s capabilities in change leadership, innovative thinking and digital
capability are unsatisfactory or poor.*

Public sector leaders must enable a culture which allows public sector commissioners and buyers to
leverage cloud computing as part of their business transformation to enable user-centered service design
focused on delivery innovation.

The benefits of cloud computing have already been tested and proved within the private sector and are
currently delivering huge efficiencies and cost savings. To move the UK Government into the next phase,
and to benefit fully from the opportunities provided by the cloud, Government departments and industry
must work together to promote positive case studies highlighting where cloud computing has delivered
operationally significant and innovative business transformation and citizen benefits.

References to the role of commodity cloud services and cloud-based tools and services in realising the
aims and objectives of the recently published Government Transformation Strategy® are welcomed.
However, the ongoing challenge will be in the execution of this strategy and Government being open to
embracing the cloud services that can help it to achieve its 2020 targets.

It is only by having a common, consistent approach to the adoption and implementation of cloud
computing services, encouraging and enabling collaboration between public sector organisations at a
central and local level, that the full cost saving and operational efficiencies and benefits that the cloud
has to offer will be realised.

4 techUK’s Civil Servants Survey Findings, May 2015: http:/www.techuk.org/insights/news/item/4430- civil-servants-uncertainty-
over-sme-suppliers-risks-delaying-it-adoption
5 https://www.gov.uk/government/news/the-future-of-public-service-government-transformation-strategy-launched
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Government’s role as a cloud security champion

Government has a key role to play in leading the market to adopt more cloud products and services. It
seems, however, that there is a gap between the Government’s rhetoric on cloud services and its visible
actions in practice. There is a fear that perceived security concerns and a lack of willingness to leverage
cloud computing, as part of public sector business transformation (as well as possibly other issues), may
be preventing ‘Cloud First’ from becoming a concrete policy throughout public sector organisations
rather than just an aspiration.

We have identified a number of interventions that UK Government can take in order to be a standard
bearer in the adoption of cloud:

e Be more vocal

Government can be much more vocal about its commitment and support of Cloud First as a policy.
Public sector buyers, and industry, need clarity as to whether Cloud First remains a priority policy and
how it will continue in its current form.

The Government Digital Service (GDS) blog on supporting cloud services is a useful example of positive
messaging about the benefits of using cloud services.® It highlights that a mandated requirement of the
public sector’s Technology Code of Practice is “the requirement to objectively evaluate potential public
cloud solutions first, before considering other options when updating or procuring IT solutions.”

Being more vocal on this mandated requirement would help to amplify the good news and promote
examples of how the use of cloud services is making a real difference, to build trust in the security of
cloud services in a way that could reach all public sector users.

In January 2017, a guide was published by GDS offering public sector bodies advice on what to consider
when putting services or data into the public cloud. This guide remains useful, particularly as it states
that “it’s possible for public sector organisations to safely put highly personal and sensitive data into the
public cloud. Many UK departments have made this decision based on risk management assessments
once they have put appropriate safeguards in place.”” Furthermore, the guide also highlights the security
benefits of using cloud services:

“Cloud providers have a significant budget to maintain, patch and secure their cloud infrastructure. This
means public cloud services can mitigate many common risks that often pose challenges for government
organisations.”®

6 https://governmenttechnology.blog.gov.uk/2016/07/22/why-we-use-the-cloud-supporting-services/
7 https:/www.gov.uk/guidance/public-sector-use-of-the-public-cloud
8 ibid
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¢ Build a culture of cloud confidence

Public sector leaders should create a culture which allows public sector commissioners and buyers to
leverage cloud computing as part of its business transformation to enable user-centered service design
that focuses on innovation.

* Make better use of successful examples

Case studies are often the most successful way in which buyers can be influenced by the usefulness of
cloud products and services. Successful deployments of sharing data using the cloud in the public sector
need to be shared, along with details of the associated benefits and efficiency savings. Government
departments and industry should work together to identify, record and promote positive case studies of
where the use of cloud computing is delivering significant business transformation.

* Having the necessary capabilities to leverage the cloud

Ensuring that civil servants have the required training, skills and capabilities to understand and leverage
investment in the cloud is key. Early market engagement with the cloud computing industry should be
encouraged to help ensure civil servants have the capabilities needed to adopt and promote cloud-
based, new ways of working that can drive efficiencies and achieve the goal of doing more with less.

* Ask the right questions, get the right answers

Many buyers of cloud services are not aware of the correct questions that they need to ask of their cloud
providers or how to interpret the results. This in turn creates a disconnect between buyer and seller, and
could result in incorrect products/services being purchased with the wrong type of security attached.
Government can help by highlighting the questions that buyers need to be asking of their cloud
suppliers, and explaining the value in the responses.

Government departments should engage with industry early in the commissioning process to ensure

that there is a forum for asking the right questions and getting the answers needed to move the cloud
journey forward. This will create a better understanding between public sector technology leaders and
cloud providers and ensure Government departments can fully maximise the opportunities from cloud
computing services. techUK has published a three point plan® to transform the delivery of public services,
which provides a framework for effective engagement with Government and industry.

9 https://www.techuk.org/insights/news/item/2266-techuk-3-point-plan-to-transform-delivery-of-public-services
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* Make cloud a key part of government strategy

The National Cyber Security Strategy, published in November 2016, unfortunately did not make specific
mention of cloud security as a major priority either for Government or the newly established National
Cyber Security Centre (NCSC). This has been widely noted.

If the NCSC were to go on the record affirming the security benefits of well run cloud services as equal
to traditional dedicated solutions, it would do much to address the security concerns of many potential
end-users.

In order for Cloud First to be a true and effective policy, not simply an aspiration, Government must
ensure that cloud, and in turn the associated cloud security, form an integral part of the roll out of the
Government’s Transformation Strategy that provides a framework for achieving world-leading delivery of
public services™.

Within this strategy, the Government has reaffirmed that digital transformation is more relevant than
ever to UK public services. The focus on information sharing and end-to-end transformation aligns with
techUK’s key priorities for public services. References to the role of commodity cloud services and cloud
based tools and services in realising the strategy’s aims and objectives is also welcomed. However, as
ever, the challenge will be in the execution and techUK look forward to working with the Government

to help it achieve its 2020 targets, embracing the full diversity and strengths of the technology sector,
including cloud services providers.

« Define, adopt and drive open standards

Open standards need to go hand-in-hand with cloud in order to deliver the flexibility and cost-savings
which can be achieved through cloud. The open standards policy set out by government needs to be
strengthened, expanded, accelerated and linked to the Cloud First policy to avoid costly blind alleys and
ensure the true benefits of cloud are achieved.

10 http://www.techuk.org/insights/news/item/10200-gts-outlines-ambitious-targets-to-transform-public-services
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Cloud security principles: Practice what you preach!

Despite the lack of progress, Government did recognise early on that concerns around cloud security
were inhibiting the adoption of cloud in both the public and private sectors. To address this, the 14 Cloud
Security Principles’™ were developed in order for users to evaluate the security of cloud products and
services. The guidance was intended to help public sector organisations make informed decisions about
cloud services and choose a cloud service that balances business benefits and security risks effectively.

The principles, backed up with detailed technical advice on implementation and assurance, should have
shepherded a new era of trusted cloud adoption within the public sector, with a follow-on effect on the
private sector and their adoption of cloud. This, however, does not seem to have been the case to date.

Cloud service providers (CSPs) can and are working to boost awareness and greater adoption and use
of the cloud security principles. These principles were not just developed for users; they also gave CSPs
an easy to use format in which to showcase the security of products to potential clients, in turn creating
more trust and assurance between provider and public sector buyer. Government should encourage
companies to clearly reference what they are doing against each principle providing evidence to support
their position. However, it is important that CSPs understand that in showcasing how their services align
with the principles, they must make it clear to the buyer that this does not mean that they are officially
accredited by the UK Government. Such a status requires participation in accreditation initiatives which
can require extensive external validation.

11 https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles
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Further guidance

It is welcome to see that the NCSC issued further guidance to both the public and private sectors in the
form of its ‘Understanding Cloud Security’ guidance.” This builds on the 14 principles and is intended
to help buyers determine how confident they can be that a cloud service is secure enough for their
organisation. This includes:

+ Guidance on assessing the strength of the separation measures of a given cloud service™ (Separation
and Cloud Security).

+  Specific guidance on managing the security responsibilities when using Infrastructure as a Service.™

In order to publicise this guidance better, and ensure that it works effectively, Government needs to work
closer with industry to highlight it.

There are also a number of other areas on which further guidance would be welcome, including:
1. Data localisation requirements

2. Implementation of the new General Data Protection Regulation (GDPR)

3. Data Privacy

4. Control and Access

12 https:/www.ncsc.gov.uk/guidance/introduction-understanding-cloud-security
13 https://www.ncsc.gov.uk/guidance/separation-and-cloud-security
14 https://www.ncsc.gov.uk/guidance/iaas-managing-your-responsibilities
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Conclusion and recommendations

The following recommendations are a way for Government to become a cloud champion and ensure
that ‘Cloud First’ becomes a concrete policy and not just an aspiration within the public sector. The
suggestions below will also help to build trust in the security of cloud services and increase the adoption
of cloud within the public sector.

*  Public sector leaders should be more vocal about Cloud First as a policy and work together
to promote positive case studies of where cloud deployment is delivering significant business
transformation in the public sector to amplify the good news about cloud services and build trust in
the security of cloud.

*  Government must ensure that cloud, and in turn cloud security, form an integral part of the
Government’s Transformation Strategy to ensure Cloud First is a living policy not an aspiration.

*  Government departments should engage with cloud service providers early in the commissioning
process to better understand and maximise the full opportunities from cloud computing services.
A forum for effective engagement between Government and the cloud industry for asking the right
guestions and getting the right answers is needed to help departments move forward with their cloud
journey.

*  Government must regularly review the Cloud Security Principles, in conjunction with industry, and
encourage cloud security providers to reference what they are doing against each principle for both
public and private sector customers

* The National Cyber Security Centre should officially endorse well managed cloud storage as an
equally secure data storage solution.

*  Government should develop guidance for departments on the use of cloud computing services in
relation to data issues including privacy, control, access as well as business resilience, data localisation
and the introduction of the General Data Protection Regulation (GDPR).
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