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THE CHALLANGE

Current wireless networks lack sufficient

Security

Resilience

Sustainability

in particular for CNI applications

5G has enhanced expectations, not necessarily delivery
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REAL-WORLD RESILIENCE?

Network % of network (approx.) Power Autonomy

EE & 3 ~3% ~6 hours

EE & 3 ~4% 5+ days (ESN EAS sites)

EE & 3 ~93% None

Vodafone (Beacon) ~50% 4 hours

Vodafone (Beacon) ~50% 1-2 hours

O2 (Beacon) ~5% 4 hours

O2 (Beacon) Few large coverage area sites 10 mins

O2 (Beacon) ~95% None

Is mobile in your disaster recovery plan?
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THE TENSION
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Security

SustainabilityResilience

Lock down system for security

Remove redundancy Bespoke solutions
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Security

SustainabilityResilience
Add backups for resilience

More points of entry

Downgrade attack

More infrastructure
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Security

SustainabilityResilience
More critical points of failure

More commonality

Cross tenant attacks

Optimisation & virtualisation
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Security

SustainabilityResilience
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Common and achievable enablers
• Policy, regulation and corporate governance that values and 

drives for these outcomes
• Leaders who understand the potential costs of not acting and 

invest accordingly
• Active risk awareness, risk management and a risk culture
• Real-time monitoring, data-driven decisions and a data culture

CLIMATE 
CHANGE

EVOLVING 
THREATS 
& RISKS

EVOLVING 
TECH

New 
Risks

DELIVER 

SUSTAINABILITY
BUILD 

RESILIENCE
DIGITALIZATION 

DATAIZATION

New 
Threats

Change to survive and thrive in an ever-changing world

Green, NetZero
Secure, Resilient

Optimised, Efficient

Vulnerabilities

Opportunities

Vulnerabilities

Opportunities
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SDR IN MOBILE?
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THE SECURITY CHALLENGE 
OF WIRELESS

The air interface is exposed (to everyone)

Programmable logic is a possible exploitation route 

The supply chain?

But…

A fixed implementation becomes useless 

When, not if, it becomes vulnerable
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THE RESILIENCE OPPORTUNITY 
OF WIRELESS

Redundancy of systems often gives us resilience

A phone can “do” 2G, 3G, 4G (and maybe 5G)

As transport, but the service must be supported

Graceful fallback to lower generations

Most G’s can be delivered over the same bands

Adapting the service as required – what do you need?
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ANSWERING THE SECURITY CHALLENGE

We cannot “freeze” our security stack at the RF layer

Security framework needs to be built in from the start

Post-quantum encryption/signature standards inbound!

Ensure the logic update mechanism is robust and securely built

Try to make as much logic updateable as possible

Vulnerabilities will be found
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Downgrade attacks

Standards set in stone

Very hard to upgrade clients 
in-the-field

More software means more 
ability to patch!
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REALISING THE RESILIENCE OPPORTUNITY

Fallback can give us resilience for “almost free”

But in CNI we can’t fall back to something insecure

De-coupling the PHY at both ends is highly versatile

If we sort out the commercial challenges

For resilience, adapt the network for reduced power usage, etc. 

Graceful degradation, longer run-times
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BUILDING NETWORKS FOR RESILIENCE

SDR gives huge flexibility across systems

Within band/power amp constraints, can deploy a more 

appropriate technology if needed

For example, to EC-GSM-IoT (Rel-13) or TETRA

Longevity

CNI expects/requires far longer lifespans than telcos

60 year-old assets in many substations!
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SOFTWARE CHALLENGES/OPPORTUNITIES

Software supply chain complexity is increasing exponentially

Solarwinds, Kaseya – 2 notable recent examples

Software logic can be compromised “after shipping”

Chain of trust – today’s update controls tomorrow’s

How do you validate/assure updates before deploying?

How can we validate & assure SDR FPGA bitstreams?

More complex orchestration/platforms for software a risk too…
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